IIpunoxenue 3
YTBEPX]IEHA
ITpukazom I'KYCO BO
«Bnamumupckuit CPLIH»
ot 01.09.2021 Ne 72

HHOJIOXEHHUE

00 00paboTKe MEPCOHATBLHBIX JAHHBIX ¢ HCI0Jb30BAHHEM CPEICTB ABTOMATH3AIHH

I. OBIIIME ITOJIOXKEHMSI

1.1. Hacrosimee ITonoxenne 06 o6paboTKe IepCOHANBHBIX JAHHEIX C HCIOIb30BAHHEM
cpeacts aproMatusamun (nanee — Ilomoxerme) I'KYCO BO «BrnaguMupcKuii COMHANBHO-
peabHITHTALMOHHbIA NEHTP I HECOBEPIICHHOJIETHHX» (anee - YupexaeHue) paspaboTtaHo B
cooTBeTCTBHH ¢ DeepanbHEM 3aKkoHOM «O6 HEpOpMaIH, HHOOPMAIMOHHBIX TEXHOIOTHIX U
0 3amuTe HHEGOpMaEEy oT 27.07.2006 Ne 149-03, denepansHemM 3akoHOM «O TIEPCOHAJIBHBIX
AaHHBIX» OT 27.07.2006 Ne 152-®3, TTocranosnenwem IIpasutensersa Poccuiickoii Qenepanuu
«O06 yrBepieHHH TpeOOBaHHM K 3alUTe MEPCOHANBHBIX JAHHBIX npu uXx ob6paboTke B
HH()OPMAIMOHHBIX CHCTEMax MEPCOHANBHBIX NaHHBIX» oT 01.11.2012 r. Ne 1119, a Takxe
APYTHMH HOPMATHBHO-TIDABOBBIMU aKTaMH, NEHCTBYIOIIHMH Ha TeppHTOpuH PoccHitckoit
Oenepanuy.

1.2, Ilenn pazpabotku [TonoxeHns:

1.2.1. onpenenenne  nopsinka  00paGOTKM — TEPCOHANBHBIX  JIAHHBIX cyOBeKTOB
IIEPCOHANBHBIX JAHHBIX, ICPCOHATBHEIEC JaHHBEIE KOTOPBIX IOANEXAT 06paboTKe HA OCHOBAHHH
HOJTHOMOYHH YUpeKIeHH S,

1.2.2. obecnevenne 3amuThl IpaB W CBOOOJ YENOBEKA H IpajKJaHHHA npu o0paboTke mx
[I€pCOHANBHBIX JAHHBIX, B TOM YHCJIC 3QlIATHI IIPaB Ha HETIPHKOCHOBEHHOCTh YACTHOM KH3HH,
JTHYHYIO H CEMEHHYIO TalHYy;

1.2.3. ycTaHOBNIEHHE OTBETCTBEHHOCTH JOJDKHOCTHEIX JIMIl, HMEIOIIHX JOCTYII K
NEPCOHANBHBIM [IAHHBIM, 32 HEBBIIONHCHHE TpeOOBaHMil HOPM, perynupyromux obpaboTky H
3alUTy HEPCOHATBHBIX JaHHBIX.

1.3. K moboii nndopmartiu, conepikaeil nepcoHaIbHEIE JaHHEIE CyOBeKTa, IPUMEHAETCS
PEeXKHUM KOHOHICHITHANBHOCTH, 33 HCKIIFOUSHHEM:

1.3.1. 0Ge3mMYeHHBIX IEPCOHANLHBIX JAHHEIX,

1.3.2. 006ImeNoCTyIHBIX MEPCOHAIBHBIX TAHHbIX.

1.4. PexxiM  KOH(HICHOUATEHOCTH TI€PCOHANBHBIX NAHHBIX CHUMAeTCH B ClIydasx WX
00e3MYMBAHUSL ¥ 110 HCTEYCHHH CPOKA HMX XDAHEHHS, HMIH IPOIJIEBAETCS HA OCHOBAHHH
3AKIOYCHHSA OKCHEPTHOH KOMHCCHH YUDEKICHHS, €CIM HHOE He OIpEIENeHO 3aKOHOM
Poccuiickoit ®enepanuu.

II. TEPMHUHBI U OIIPEJAEJIEHUS
2.1. loctyn k mAQOPMANHH — BO3MOXHOCTH MONyYeHHss MHOOpMAIIH M ee
HCIOIE30BaHHS.
2.2. Mndopmanuonnas cucrema (MC) — cucrema, IpeiHasHaueHHAS IUIA XpaHeHHUS,
NoMCKa H 00paboTkH HMH(OpPMAlMH, H COOTBETCTBYIONIHE OPraHH3ALHOHHBIE pecypehl
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(4enoBeveckue, TEXHUYECKHE, PHHAHCOBEIE U T. [.), KOTOPhIE 00ECTICUMBAIOT M PACHPOCTPAHSIOT
HH(pOPMAIIHIO.

2.3. Hudopmanua — cBeseHus (CooOINEHHS, [aHHBIE) HE3ABHCHMO OT (OPMEI HX
IpeACTaBIeHus.

2.4. Konurposupyemas 3oHa (K3) — 370 mpocrpancTBO (TeppHTOpHS, 3aHHE, YacTh
3/1aHKd, IIOMCINCHHS), B KOTOPOM HCKIIOYEHO HEKOHTPOIMPYeMOe INpeGBpIBaHHE IJHI, He
HMEIOIIHX IIOCTOSIHHOTO HIIH Pa3s0BOTO NOIIYCKa, H IOCTOPOHHHX TPAHCIOPTHEIX CPECTB.

2.5. Hocurens mapopmanun — moboit MaTepralibHblii 06BEKT HIH Cpeja, HCIIOJIB3YEMBIH
IUIS XPAHEHHS] MK TIepefiadd HHPOPMAIIHH.

2.6. OGesmauuBaHde NEPCOHANBHBIX JAHHBIX — JEHCTBHSA, B pe3ylIbTaTe KOTOPBIX
CTAaHOBUTCS HEBO3MOXHBIM 0€3 HCIIONB30BaHMS JONONHHTENBHON HH(MOPMAIHH ONpPENEIHTH
NPHHAIJIEKHOCTE NIEPCOHANBHBIX TaHHBIX KOHKPETHOMY CYOBEKTY NepCOHANLHBIX JaHHBIX.

2.7. O6paboTka MNePCOHAJNLHBIX [AHHBIX — JH00OE [elCTBHE (omepanmms) WM
COBOKYNHOCTh ~ NCHCTBHH  (Omepamuii), COBEpIIAEMBIX C  HCIONB30BAHHEM CPEACTB
ABTOMATU3AMH WK 0e3 UCIIOb30BaHMsA TaKHX CPEJCTB C NEPCOHANBHBIME JaHHBIMHE, BKIHOUASL
cOop, 3amKch, CHCTEMATH3ALIHIO, HAKOILICHHE, XpaHEHHUE, yTouHeHue (0GHOBIIEHHE, H3MEHEHHE),
H3BJICUCHAE, WCIONB30BAaHHE, Iepefiady  (pacmpocTpaHEHHe, IPENOCTABIECHHE, IOCTYID),
obesnumBanye, OIOKHPOBAHHE, YAAIEHHE, YHIYTOKEHHE EPCOHATBHEIX.

2.8. OnepaTop — rocynapcTBEHHBIH OpraH, MYHHIMIAILHEI OpraH, IOPHIHYECKOE HITH
(hH3HYECKOE JIHULI0, CAMOCTOSTENBHO HIIH COBMECTHO € JPYTHMH JIHIIAMH OPraHH3YIOLHE 1 (unm)
OCYIIECTBILIOMHEE 00pabOTKY MEPCOHANBHBIX MAHHBIX, & TaKKe ONPEACILIOMHE LEH
00paboTKH TIepCOHANBHBIX JAHHEIX, COCTAB NEPCOHAIBHBIX JaHHEIX, MOIIEXamuX o0paboTke,
IeHCTBHSA (OIepalyy), COBEPIIAEMBIE C IEPCOHANBHBIME TAHHBIMH.

2.9. Ilepconanbubie naHHble — mobas uHEGOpPMAIHS, OTHOCAMASCH K IPSAMO HIIH
KOCBEHHO ONPEACTICHHOMY HJIH OIIPEIEISIeMOMY (QH3HUECKOMY JHIYY (CYOBEKTY NEPCOHAIBHEIX
JAHHBIX). :

2.10. Cpeacrso 3amuThl nHGopmanun (C3M) — TexaryecKoe, NIPOrpaMMHOE CPEJICTBO,
BEIIECTBO ¥ (HIIM) MAaTepUall, IPeTHA3SHAYCHHEIC HIIH HCIIOIb3yEMbIE U 3aIIHTH HHMOPMALHH.

2.11. Cy0beKT mepcoHANbHBIX AAHHBIX — (U3MUECKOE JHI0, KOTOPOE IIPSIMO  MJTH
KOCBEHHO OIPENEIICHO MM OIPEAENISEMO C IIOMOIIBIO MEPCOHAIBHEIX JAHHEIX.

IIIL. TTOPATOK HCITIOJIb30BAHHWS NEPCOHAJIBHBIX JAHHBIX

3.1. O6paboTka nepcOHANBHAIX JAHHEIX MOXKET OCYIIECTBIATCH HCKIIOIHTEIBHO B IENSIX,
ykasanHeX B IlomuTuke B oOTHOmMeHHH OGPaGOTKH M 3aIIUTHl NEPCOHAIBHEIX JAHHEIX
VYupexaeHuns. '

3.2. Ilpu onpejenennu 06beMa H conepkanus, 06pabaThBAEMEIX HepPCOHAIBHEIX IAHHBIX
paboTHHKE Y4pexAeHHs JOIDKHBI PYKOBOACTBORAThCS [IONMHTHKON B OTHOINEHHH o0paboTku u
3aIMATEl NIEPCOHANBHBIX JAHHBIX YUPEKIEHHS C YUETOM JeHCTBYIOLIErO0 3aKOHOIATEIBCTBA
Poccuiickoii @enepanuu, a Takixke HacTOAIMM [10T0KEHHEM.

3.3. O6paboTka NeEpPCOHANBHBIX NAHHBIX ¢ HCIONB3OBAHHEM CPEICTB ABTOMATH3AIMH
(aBTOMATH3MPOBAHHEIM  CIOCOOOM) ~ MOXET  OCYIIECTBISTHCS  HMCKTIOYHTENBHO  Ha
aBTOMaTH3HUPOBAHHBIX paboumx MecTax UCTIIx YTBEPKAEHHEIX [Tepeunem
ABTOMAaTU3HPOBAHHEIX pabo4iX MeCT HHPOPMAITHOHHBIX CHCTEM NIEPCOHANBHBIX JIaHHbIX.
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3.4. [lepeueHr HOPMATHBHO-TIPABOBEIX AaKTOB, ONPENEISIONIMX OCHOBaHHA 06pPaGOTKH
HNEePCOHAJIBHBIX TAHHEIX B YUpeKIEHHH onpenerndercs [lomuTukoi B oTHOmMEHHH 00paboTKE H
3al0{THl NEPCOHAIBHEIX JaHHBIX.

IV. HOPAOOK XPAHEHUS INIEPCOHAJIBHBIX JTAHHBIX

4.1. XpaneHue CHEMHBIX HOCHTENEH, CONEPXKAIWX I[IEPCOHANBHEIE JAHHBIE, MOIDKHO
OCYIIECTBILITHCS B CIICITHANBHEIX IallKaX, 3aKPHIThIX IIKadax, B T.4. METAUIHYECKUX, B IOPIJIKE,
HCKJIFOYAOIIEM JIOCTYII K HUM TPETHHX JIHII,

4.2. be30macHOCTE IIEPCOHANBHBIX JAaHHBIX MHpH HX 00paboTKe ¢ HCIOIH30BAHHEM
TEXHHYCCKHX H IIPOTPAMMHBIX CPENCTB OOECIeYMBAaeTCs ¢ IIOMOIIBIO CHCTEMBI 3alUTHI
IIEPCOHANBHBIX JAHHBIX, BKIIOYAIOMIEH B ce0s OpraHM3allMOHHBIE MEpBI H CPEACTBA 3aLIUTHI
HH(OPMALIKH, YAOBICTBOPSIONIHE YCTAHABIMBAEMEIM B COOTBETCTBHH C 3aKOHOIATEIHCTBOM PD
TpeOoBaHHAM, 0OECTICUHBAIOIHM 3aIIHTY HHPOPMALMH.

4.3. O6paboTka IepCOHATBHBIX JAHHEIX B YUPEKIEHUH OCYIIECTRISIETCS 0 HACTYILICHHS
OZIHOTO M3 YCIOBHH mpeKpaineHus o0paboTKi NepCOHANBHBIX JaHHEIX, YKa3aHHBIX B [lonuTHKe
B OTHOIIEHHH 00pabOTKH U 3aIMUTHI IEPCOHANBHBIX JAHHEIX YUPEKICHHS.

4.4. Ilo ncreyennn cpoka xpanenus (30 mHel, €CIH HHOE He NPOMKHCAHO B HOPMATHBHO-
IPaBOBBIX AaKTax) IIi MANIMHHBIX HOCHTENEH MOIYCKAaeTcss rapaHTHPOBAHHOE YJaJeHHE
HHQOpPMAl{ METOJOM MHOTOKDATHOH IIEPE3alliCH C IOMOMNIBIO  CIICIHATH3MPOBAHHEIX
nporpamm (Hampumep, «Safe Erase», «Eraser», «FDelete») Ge3 yHuaToMeHHsS MaTepHAILHOTO
HOCHTEJI.

4.5. O6e3mM4nBaHys NEPCOHANBHEIX JAHHBIX B YUPEKICHAN He MIPEI0IaracTcs.

V. HOPAJOK IEPEJAYHA TEPCOHAJIbHBIX JTAHHBIX

5.1. llepenaBate mepcOHANBHBIE [aHHBIE CYOBEKTOB JOIIYCKAETCA TOJNBKO TEM
paboTHHKaM, KOTOPBIE HMEIOT JOIYCK K 00pabOTKe NepCOHAIbHBIX JaHHBIX.

5.2. B memax cobmoznenus 3akoHomaTenscTBa PO, mis HOCTIKEHHS Leei obpabotkwm, a
TaKiKe B HHTepPecaX H C COrlacus CyOBeKTOB IepPCOHANBHEIX JAHHBIX YUpEikKICHHUs B X0/Ie CBOeit
AEATCTIEHOCTH TIPENOCTABISIET IEPCOHANLHBIE JAaHHBEIE OpPraHU3AHsM, IEPEYHCICHHBIM B
Honurrke B OTHOmEHHH 00pabOTKH H 3aIIHTHI HEPCOHAIBHBIX JAHHBIX YUPeKICHHS.

VL. OPTAHM3AIIAS 3AIITATHI TEPCOHAJIBHBIX JTAHHBIX

6.1. 3ammTa mEpCOHANBHBIX JaHHBIX CYOBEKTa OT HEMPABOMEPHOTO HX HCIIOIB30BAHHS
HJIH yTpaTHl 00ecIieyrBaeTcs Y UpexIeHHEM 3a CUET CBOHX CPEJICTB.

6.2. 3amuTa NEPCOHANBHBIX JAaHHBIX JOJDKHA BECTHCH N0 TPEM B3aHMOJONOJHAIONIAM
HalpaBIEeHHUSIM:

6.2.1. TIpoBenieHne OPraHU3alHOHHEIX MEPOTIPHSATHIA:

6.2.1.1. paspaboTka H BHEJPCHHE BHYTPEHHHX OpraHH3aIHOHHO-PACIOPSIHTEIBHBIX
TOKYMEHTOB, PErIaMEHTHPYIOIHX 00paboTKy H 3all[MTy NEePCOHATBHEBIX NAHHEIX CyOHEKTOB, B
TOM YHCIIE HOPSIOK JOCTYIa B IIOMEIIEHHA U K IEPCOHAIBHBIM JaHHEIM;

6.2.1.2. o3HakoMIeHHe pPabOTHHKOB C 3aKOHOIATENBCTBOM POCCHICKOM Qenepanun u
BHYTPEHHHMH HOPMATHBHBIMH JOKYMEHTaMH, IONydeHWE 0043aTelbCTB, KaCAIONIUXCS
00paboTKY EPCOHATBHEIX JIAHHBIX;

6.2.1.3. opraam3anys yu&ra HOCUTENEH ePCOHANBHBIX JAHHBIX;

6.2.1.4. pazpaboTka MOJIENH YTpo3 G€30IaCHOCTH IIEPCOHATLHBIM JAHHBIM;
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6.2.1.5. npoBenenue o0OydeHHS pabOTHHKOB IO BOIPOCAM 3alNUTHI II€PCOHABHBIX
JaHHBIX.

6.2.2. [IporpaMMHoO-anmapaTHas 3allUTa:

6.2.2.1. BHeipeHWE  OPOrPAMMHO-ANMAPATHBIX  CPEICTB  3aluTHl  HH(OpMAaIuH,
NpOIIeNIIHX B COOTBeTCTBHH ¢ DemepambHbiM 3akoHoM Ne 184 or 27.12.2002 r. «O
TEXHHIECKOM PETYIIHPOBAHUNY OLIEHKY COOTBETCTBHSL.

6.2.3. UmxeHEepHO-TEXHUYECKAs 3allATa:

6.2.3.1. yctaHoBKa 3amMparoiquxcs mkadoB, B T.4. METAUIMYECKHX UL XpaHEHHS
HOCHTEJIEH NePCOHAIBHBIX JAHHBIX;

6.2.3.2. ycTaHOBKAa YCHJICHHBIX JBepelf, CHTHaIM3allAd, pEXHMa OXpaHbl 3JaHHA H
[OMeIIeHUH, B KOTOPEIX 00pabaTeiBaioTes IEpCOHANBHEIE JaHHBIE.

6.3. Onpenenenne KOHKPETHBIX Mep, OOIIyI0 OpraHM3anuio, IIAHHPOBAHHE M KOHTPOIIb
BBIIOJTHCHHS MEPOIPHUSTHI IO 3allUTEe IEPCOHATBHBIX JAaHHBIX OCYINECTBISET OTBETCTBEHHBIH
33 opraHu3amuio 00paboTKH IEePCOHANBHBIX JaHHBIX B COOTBETCTBHH C 3aKOHONATENILCTBOM B
00NacTH 3amMTHl NEPCOHAJNBHBIX JAHHBIX M JIOKAJIBHBIMM HOPMAaTHBHO-IIPABOBBIMH AaKTaMH
VupexieHus.

6.4. Opragm3anio ¥ KOHTPOJIb 3alUTHl IIEPCOHANBHBIX [aHHBIX B CTPYKTYPHBIX
HoJpasIeNieHHsX Y 9pekIeHUs OCYIMECTBIIAIOT HX HEIIOCPEICTBEHHBIE PYKOBOAUTEIH.

VIL. NOPAAOK INPEJOCTABJIEHUS JOCTYIIA K IIEPCOHAJIbHBIM TAHHBIM

7.1. Jlomyck K MEPCOHATBHBIM JAHHBIM CyOBEKTa MOTYT HMETH TOJNBKO Te pabOTHHKH
VupexxaeHns, KOTOPEIM II€PCOHANBHBIE JaHHBIE HEOOXOMHMMBI B CBS3H C HCIOJIHEHMEM HMH
CBOHX TPYIOBBIX oOsi3anHOCTEH. [lepedens Takux paboTHHKOB OTpakeH B « CIIMCKe JIHII, JOCTYII
KOTOPBIX K TIE€PCOHANBHBIM  JIAaHHBIM  HeoGXONMM IS BBIIONHEHHS JOJDKHOCTHBIX
o0sg3aHHOCTEHN.

7.2. Tlporieaypa ohopMIICHHS JOMycKa K IIEPCOHANBHBIM JaHHBIM IpEICTaBiseT coO0oH
CIIEYIOMYIO CTPOIYIO IIOCIIEIOBATENEHOCTE ICHCTBHIA:

7.2.1. o3HakomiieHre paboTtHHKa ¢ HactosmuM [lomoxenuem, IlonuTHKON B OTHOLIEHHH
00paboTKkd W 3amuTHl NEPCOHANBHBIX MAHHBIX YUPEKICHHS M JPYIHMH JIOKAJIBHBIMH
HOPMATHBHO-TIPABOBEIMH aKTaMH YUpe)kKIeHHs, KacalolmuMmucs o0paboTKH NepcoHabHBIX
JIAHHBIX;

7.2.2. uctpeboBanne ¢ pabotaHuka OOs3arenbcTBa O HepasrialleHHH HHOOpMaIuy
OrpaHHYEHHOTO JOCTYIa.

7.3. Kaxaprii pabOTHHAK JODKEH UMETH JOCTYI K MHHHMMAaJbHO HEoOXoZHMOMY Habopy
NEPCOHANBHBIX JIAHHBIX CyOBEeKTOB, HEOOXOAMMEBIX €My JUIA BBINOJIHEHHS JOJDKHOCTHBIX
00s13aHHOCTEH.

7.4. PaboTHHKAM, HE HMEIOIIHAM HaIexamuM 06pazoM o(QOPMIIEHHOIO AOIYCKa, JOCTYII
K IIepCOHATLHEIM IaHHBIM CYOBEKTOB 3alIpeInaeTesl.

VIII. TPEBOBAHHSA 11O OBECIIEYEHUWIO BE3OITACHOCTH
8.1. Cocra wWH()OpPMAIMOHHBIX CHCTeM YupexjaeHuds ompegenserca Ilepeunem
HH(POPMAIHOHHEIX CHCTEM.
8.2.Tlon TeXHWYECKHMH CpEICTBAMHE, IIO3BOJLIIOIIMMH OCYIIECTBIATE 00paboTKy
IEPCOHANBHEIX JAHHBIX, TOHHMAIOTCS CPEJCTBA BBHIYHCIHMTEIEHOH TEXHHKH, HH()OPMAIHOHHO-
BEIMUCIIATEIBHEIE KOMIUIEKCH M CETH, CPEJCTBA M CHCTEMBI Ilepeiadd, IpHeMa M 00paboTKH
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IEPCOHANBHBIX ~ JIAHHBIX, IPOrPaMMHLBIC CpEJICTBAa, CPEACTBAa 3aIMUTH  HH(MOPMAIIHH,
IpHMEHAEMBIE B HHQOPMAIIMOHHBIX CHCTEMAX.

8.3. be30omacHOCTE  NEPCOHANBHBIX  JAaHHBIX  JOCTHraeTcs IyTeM  HMCKIIOYEHHS
HECaHKI[MOHHPOBAHHOIO, B TOM YHCIE CIydadHOro, JOCTYIa K IIEPCOHAIBHBIM JAaHHBIM,
PEe3yJIBTAaTOM KOTOPOTO MOXET CTaTh YHHYTOXKEHHE, H3MEHEHHE, OJI0KHpOBaHKHE, KONHPOBAHHE,
pacIpocTpaHeHHe ePCOHAIBHBIX JaHHEIX, & TAKXKe HHEIX HeCAaHKI[MOHMPOBAHHEIX JACHCTBHIL,

8.4. CpencTea 3ammThl HHOOPMALHH, NPAMEHSEMBIE B HH(GOPMAIMOHHBIX CHCTEMaX, B
00s3aTeNEHOM IOPSIKE IIPOXOJAAT IPOLEAYPY OLEHKH COOTBETCTBHS B YCTAHOBICHHOM
3aKOHOJATeNsCTBOM PO mopsazxe.

8.5. OGMeH nmepcoHaIbHBIMH JaHHEIME IIPH HX 00paGoTKe B HHPOPMAIMOHHBIX CHCTEMAX
OCYHIECTBIACTCS IO KaHajlaM CBfA3H, 3allUTa KOTOPBIX OOECHEUUBAETCS IyTEM peaTH3allH{
COOTBETCTBYIOINMX OPTraHH3alMOHHBIX MEp, a TaKKe NPHUMEHEHHS TEXHHYECKHX H (WIH)
IPOrpPaMMHEIX CPEJICTB.

8.6. Pasmemenne WHOPMANMOHHBIX CHCTEM, CIENMAIGHOE OGOPYJOBaHHE H OXpaHa
NIOMEINCHHH, B KOTOPBIX BEETCS paboTa ¢ NEPCOHANBHBIME JAHHBIME, OPTAaHU3AIMA PEXHMa
obecrieqeHns 6€30IIaCHOCTH B OTHX IIOMEIICHHSX MNOIDKHEI OOECIEUMBATH COXPAHHOCTE
HOCHTEJIEH IEPCOHANBHBIX JIAHHBIX H CPEICTB 3alluThl HHMOPMAIMH, 4 TAKXKe HCKIIOYaTh
BO3MOKHOCTb HEKOHTPOJIMPYEMOI0 NPOHHKHOBEHUS WM TNpPeOBIBAHHS B 3THX IOMEIIEHHSIX
[IOCTOPOHHHUX JIHII.

8.7. BesomacHOCTh TEpPCOHANBHBIX JaHHBIX NPH HX 06paGoTke B HH()OPMAIHOHHOM
cHcTeMe OOeCIedWBaeT CIEHHATHCT, OTBETCTBEHHEI 3a obecreueHHme 6e30MacHOCTH
NEPCOHANBHBIX JAHHBIX B HHQOPMAIHOHHEIX CHCTEMAX.

8.8. IIpu 06paboTKe HEPCOHATBHBIX JAHHEIX B HHPOPMAIMOHHON CHCTEME JOJDKHO OBITH
obecneueHo:

8.8.1. mpoBencHue MEpOIIPHUATHIA, HanpaBlIeHHBIX Ha IpeAOTRpaleHUE
HECAHKIIHOHHPOBAaHHOIO JIOCTYNA K MEPCOHANLHBIM JaHHEIM W (HJIM) Iepefadd HX JHIEaM, He
HMEFOIIHM IIpaBa JOCTyIa K TaKoH nHopMauu;

8.8.2. cBoeBpeMeHHOE  OOHapykeHHe (DAKTOB HECAHKIHOHHPOBAHHOTO JocTyna K
IIEPCOHANBHEIM JIAHHEIM;

8.8.3. Hemomymenye BO3NEHCTBHA Ha TEXHHYECKUE CDPEJCTBA ABTOMATH3HPOBAHHOM
00paboTKHM IEPCOHANBHBIX JAHHEIX, B PE3yIbTaTe KOTOPOrO MOXKET OBITH HApYIICHO KX
(QyHKIMOHEpOBaHHE;

8.8.4. BOSMOXXKHOCTh ~ HE3aMETHTENFHOTO BOCCTAHOBJIEHHS IICPCOHANBHBIX JAHHBIX,
MOH(AMPOBAHHBIX HIIH YHHYTOXKEHHEIX BCIESACTBHE HECAHKIIHOHAPOBAHHOTO HOCTYIIA K HHM;

8.8.5. MOCTOSHHBIA KOHTPOJL Hajl 00ECIICYeHHEM YPOBHS 3aIMUINEHHOCTH IIEPCOHATBHBIX
JTAHHBIX.

8.9. Meponpustss 1o obecredeHn0 6e30MacHOCTH NEPCOHATBHBIX JIAHHBIX IpH HX
00paboTke B HH()OPMAIMOHHEIX CHCTEMAX BKIIIOUAIOT:

8.9.1. onpezienene yrpo3 0€30NIACHOCTH IEPCOHATBHBIX JAHHBIX IPH HX obpabotke,
(opmupoBaHHE HA HX OCHOBE MOJEIH YTPO3;

8.9.2. paspaboTKy Ha OCHOBE MOJENH YTPO3 CHCTEMBI 3AIIATEI uHboOpMannH,
obecrieyrBatomelt HEHTPATH3AIMIO NPEANONATAEMBIX YTPO3 € HCIONB30BAHHEM METONOB H
CIIOCO00B 3aIIMTEL NEPCOHABHBIX JaHHBIX, TPEIYCMOTPEHHEIX I COOTBETCTBYIOLIETO Kiacca
HH(OPMAIHOHHBIX CHCTEM;
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8.9.3. IpoBepKY TOTOBHOCTH CPEACTB 3alUThl HMHGOpPMAalMH K MCIIOJB30BAHUIO C
COCTABIICHAEM 3aKIIFOUSHHH O BO3MOXHOCTH UX DKCILTyaTalliH,

8.9.4. ycTaHOBKY H BBOJ B 9KCILIYaTAIHIO CPEICTB 3aIMUTH HHOOPMAIMH B COOTBETCTBHH
. € 9KCIUTyaTallHOHHOH U TEXHHYECKOH JIOKyMEHTAIHEH;

8.9.5. oOydeHue IHI, HCIIONB3YIOIHMX CPEJCTBA 3alUTEl HH(OpPMAIWH, IPHMEHIEMBIE B
HH(GOPMAIIHOHHEIX CHCTEMAaX, IpaBHJIaM PaboTEl C HUMH;

8.9.6. yueT NpPHMEHSEMBIX CpEICTB 3alUTEl HMHAOOPMAIHH, SKCIUIyaTAlHOHHOH H
TEXHHYECKOM JIOKYMEHTAIMH K HAM, HOCUTENEH IIepCOHAIBHBIX JaHHbIX;

8.9.7. y4er nmIl, IONYIMIEHHBIX K paboTe ¢ MepCOHATPHBIMH JaHHBIMH B HH(OPMAaIlHOHHOM
CHCTEME;

8.9.8. koHTpOIIL TO COONIONEHMUIO YCIOBHH  HCIONB30BAaHHSA  CPEIACTB  3alUTEI
HH(pOpMaNKH, NPeIyCMOTPEHHBIX SKCIUTYaTallHOHHON M TEXHUYECKOH JOKYMEHTAIUH,

8.9.9. pa3bupaTenbCTBO W COCTABJIEHHE 3aKMOYEHHH M0 (aKTaM HeCOOIONEH S YCIOBHI
XpaHeHHs] HOCHTEJICH EePCOHANBHBIX JAHHEIX, HCIONB30BAHMSA CPEACTB 3alIUTHI HH(OpMAIHH,
KOTOpBIE MOTYT IIPHBECTH K HAPYIUEHUIO KOH(QUAECHIMaJIBPHOCTH NEPCOHAIBHBIX NAHHBIX HIIH
APYTHM HApyIICHHSIM, IPHBOJAAMMM K CHHXXEHHIO YPOBHA 3alIHINEHHOCTH IIEPCOHAIBHBIX
JaHHBIX, Pa3paboTKy H IPHHATHE Mep IO IPEAOTBPAIIEHHIO BO3MOKHBIX ONIACHEIX MOCIIEICTBHIH
mo100HEBIX HApYIICHHH;

8.9.10. onmcaHKue CHCTEMBI 3allHTHL IEPCOHANBHEIX JaHHBIX.

8.10. Wusle TpebGoranus mo obecnedeHuo 6e300acHOCTH HH(GOPMALMK B CPEJICTB 3allHThI
pHGOpMaLMH B YYpEXIEHUH BEHIIONHSIOTCS B COOTBETCTBHH ¢ TpeGoBaHHAMH (ejepanbHBIX
OpPraHoB HCIIOJHUTEILHON BIIACTH U OPTraHOB HCIIONHUTEIBEHOM BIacTH cyObexTa PO, B KOTOPOM
HaxomutTces Oneparop.

IX. OTBETCTBEHHOCTD

9.1. OtBeTcTBEHHOCTs, 32 coOmofeHue  TpeboBaHMN 1[O 3ammre HHOOPMAIHH
OTPAaHMYEHHOTO JIOCTyAa W HaUIe)allero HnopsjAka IPOBOAMMEIX paboT BO3Jaraercs Ha
nons3osateneii MIC, otBeTcTBeHHOrO 3a obecneyeHHe 6€30IacCHOCTH NEPCOHAIBHBIX JAHHBEIX B
WH(GOPMAIMOHHBIX CHCTEMAX M OTBETCTBCHHOTO 3a OpraHH3allHIi0 00paboTKH IepCOHATBHBIX
JAHHBIX YYpexIeHH.

9.2. PaboTHukE VYupexJeHHs, BHHOBHBIC B HApYIIEHHH HOPM, PpEryJHPYIOIIHX
HonydyeHue, 00pabOTKy ¥ 3aIUTy MEPCOHANBHBIX JAHHBIX CyOBeKTa, HECYT AHCIMILIMHAPHYIO,
aIMHHHCTPATHBHYIO, I'PAXKIAHCKO-IIPABOBYIO H YTOJIOBHYIO OTBETCTBEHHOCTH B COOTBETCTBHH C
3aKoHOMaTensCcTBOM Poccuiickoit Genepanun.

9.2.1. Pasrnamense NepcoOHANBHBIX JAHHBIX CyOBeKTa (Iepefada X MOCTOPOHHHM JIMIIAM,
B TOM YMCIE APYr¥M pabOTHHKAaM, HE HMEIOMHUM K HUM JIONYCK), HX IyONHYHOE pacKphHITHE,
yTpara NOKyMEHTOB H HHBIX HOCHTEIEH, COJEpXKalllHX IEPCOHAIBHBIE JAHHBIE CyOBekTa, a
TakKe HMHBIE HapylleHHs OOM3aHHOCTEH 1O HX 3amuTe H 00paboTKe, YCTAHOBJIECHHBIX
HacTosMM ITo10)KeHHEeM, JIOKATEHEIMA HOPMATHBHO-IIPABOBBIMH aKTAMH Y YPEXICHHS, BICUET
HaJOKEHHE Ha PabOTHHKA, HMEIONIEro JOCTYI K IEPCOHAIBHBIM JAHHBIM, MHCHHILTHHAPHBIX
B3BICKAHWI B BHJE: 3aMEUaHHs, BBI'OBOpPA, YBOJbHEHHS. PabOTHHK YupexIeHHs, HMEFOIIHi
JOCTYIl K IE€PCOHANBHEIM TAaHHBIM CYOBEKTa M COBEPIIMBINMH YKA3aHHBIM MHCHUIUIAHAPHBIA
IIPOCTYIIOK, HECET MOJHYI0 MaTepHalbHyI0 OTBETCTBEHHOCTh B CllyYae UPHYHHCHHS €r0
neiicTBHAMH ymepba Yupexaenuio (B cooTBeTcTBHY ¢ 11.7 cT. 243 Tpynosoro xojekca P@).
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9.2.2. B OTAENbHBIX CIIydasX, NPH DPa3TiIalleHHH [IePCOHATBHEIX JaHHBIX, pabOTHHK,
COBCPIIMBINMHA YKa3aHHEIH HPOCTYIOK, HECET OTBETCTBEHHOCTH B COOTBETCTBHH co cr. 13.14
Kozekca 06 anMHHECTPATHBHEIX IpaBOHAPymeHHIX PO,

9.2.3. B ciny4ae He3aKOHHOTO cOOpa HIIH ITYGIIHYHOTO pacupocTpaHeHHsd HHGOpPMAIHH O
YACTHOM JKM3HHM JMNA (HAPYIIEHHs HENPHKOCHOBEHHOCTH YACTHOM JKH3HH), IIPeyCMOTPEHA
OTBCTCTBEHHOCTH B COOTBETCTBHH €O CT. 137 YromoBHOro kongexca P®.

9.3. Jlupexrop VupexIeHus 3a HapyIIeHHE HOPM, PETryJHMPYIOIHX MOTy4YeHHe, 00paboTKy
H 3aIUTy IEPCOHANBHBIX JAHHBIX CYOBEKTOB, HECET aJMHHHCTPATHBHYIO OTBETCTBEHHOCTD
corqacHo ct. 5.27 u 5.39 Kozmekca 06 aJMHHHCTpaTHBHBIX npaBoHapyImeHusx Poccuiickoi
Qezepanun, a TaKKe BO3MEIAET CyOBEKTYy yiepo, OPHYHHEHHBI HenpaBOMEPHBIM
HCTIONB30BaHHEM HH(QOPMALHH, COMEpIKalIeii IepCOHANBHBIE TAHHBIE STOT0 CyOBEKT.






